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fleet.navimow.com £ Segway-Ninebot JE T Navimow ZEERIEMEK loT EHXEIEEZE S (EH UmilS
SPA) , B HBHRALNE  BEIPHKE,

ek EaL

HTTP %22fE



HTTP/2 200

content-type: text/html

content-length: 472

last-modified: Tue, 07 Jul 2026 06:34:08 GMT

x-azure-ref: 202607117112106Z-169867bcdb74dcxphC1KUL6YNs00000012tg000000004a2p
x-fd-int-roxy-purgeid: 0

x-cache: TCP_MISS

HTML AA :

<IDOCTYPE html>

<html>

<head>

<title>NavimowFleet</title>

<link rel="stylesheet" href="/1.2.6/umi.a14a1832.css">
<script async src="/1.2.6/scripts/loading.js"></script>
</head>

<body>

<div id="root"></div>

<script src="/1.2.6/umi.ed6fdacd.js"></script>

</body>

</html>

Sentry Release JGEUE :

SENTRY_RELEASE = {
id: "1.2.6-fra-1783405903295"

hRA @ 1.2.6
[&3% : fra (Frankfurt) — HPEHARIM
FEFERSRM, - 1783405903295 — 2026-07-04

SPA FEHRIRE (¢ umi.js $2HR)

/dashboard

/fleet-management/device-list
/fleet-management/device-list/{detail,edit,invite,view}
/account-center/membership
/client-management/client-list/{edit,invite,view}
/organization

/robots — IoT RfBEIE (BIEH)
/robots/running-log
/robots/:sn/history-data/{battery,firmware,mowing-area,network,position-signal,status}-detail
/security-auth/{login,register}

/developer

/notifications

/home

/no-access
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o FRHBHEANAE/VPN AIEAR
« BYFH MFA + SSO 4
o #7E audit log BEEEEN

N2. fleet-api.navimow.com 26 1@ AP| iz255c2® 8K [HIGH]
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#t SPA ¥ bundle umi.ed6fdacd.js (2.3 MB) iS5 K] 26 {HTTEE AP inZiLEr% 42
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/fleet/web/announcement/detail

/fleet/web/announcement/read
/fleet/web/base/robot/help/list
/fleet/web/base/robot/model/detail
/fleet/web/base/robot/sub/info
/fleet/web/base/robot/type/info
/fleet/web/calculator/country/config
/fleet/web/custom/list
/fleet/web/getPrivacyAgreement
/fleet/web/login/login
/fleet/web/login/changePassword
/fleet/web/login/logout
/fleet/web/member/checkAccount
/fleet/web/member/getAllocatableMembers
/fleet/web/member/getMember
/fleet/web/member/getSearchMembers
/fleet/web/member/memberExit
/fleet/web/member/setSettings
/fleet/web/robot/mow/height/global/check
/fleet/web/role/get
/fleet/web/role/getAllocatedRoles
/fleet/web/tag/list
/fleet/web/tag/tagCreate
/fleet/web/tag/tagDelete
/fleet/web/vehicle/detail

/fleet/web/vehicle/getFieldValues
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/mqttbroker/userInfo/get/v1 GET MQTT Broker FA P& (loT 5%
1)

751 1 AP IEBE R R
/fleet/web/member/getMember £EfE (GET :R:351%)

{
"code": 1000,
"desc": "Network request timed out. Check your network settings.",
"errorDesc": "Request method 'GET' not supported"

}

/fleet/web/login/login ZEfE (POST {E{] body)

"code": 1000,

"desc": "Network request timed out. Check your network settings.",
"errorDesc": "Request method 'POST' not supported",

"message": "Network request timed out."

/fleet/web/member/checkAccount ZEfE (POST {H{AHFE4)

{
"code": 4011,
"desc": "Token not found.",
"message": "Token not found."

}

SRR

1. 1Bin R 71 B 8E3EWGEESK — Azure Application Gateway 1% /fleet/web/* RIERIRFIEEE IR

2. 18um FIFARIEANT]IE — £ 8RR [E] code:1000 Network request timeout , 7K APl gateway fE{BF
HfK# (DB/cache) 3ET

3. /mqttbroker/userInfo/get/vl 2 loT broker ¥pEhk — A MQTT :&{HAE

4, [FRERIBIRE /fleet/web/... , HABI&(EIRE 502

BEER

» Hil¥ bundle F5EREAEE /IRIRERTE
o 1BIGE] 8 GraphQL schema FBi (B 5 iE 1St )
o ¥ /fleet/web/member/checkAccount il reCAPTCHA / IP rate limit



N3. Sentry DSN j®JF [LOW]

IR
Sentry Bi#% DSN BEARSAERINE bundle o, JRIRTA R A4 .

FE TR
& umi.edbfdacd.js FXZI :

dsn: "https://cfel1b9c1ff8a26a57c4d266c74298c40@sentry.willand.com/2"

TCHUE

- DSN project ID: cfelb9c1ff8a26a57c4d266c74298c40
- 404%: willand.com (Navimow EXi5ah%)

- THE 4R 2

: e _p
ANBIFEIER
GET https://sentry.willand.com/api/@/
— {"version":"0","auth":null, "user":null} «— Sentry API /ABf !

GET https://sentry.willand.com/api/@/projects/willand/2/
— {"detail":"Authentication credentials were not provided."} — EZEEE auth

GET https://sentry.willand.com/api/@/projects/willand/2/keys/
— 401 (%% auth token)

Sentry FHEET

HTTP/1.1 404 Not Found
Powered by CLOUD ELB 1.0.0 <« [EAEEFIYME

BRER

« HIEH{E A tunnel/sourcemaps B Eh_H{&
« B DSN FRAIRIFEEIFN




N4. Vercel DEV/UAT IRi5/ B [MEDIUM]

IR

account-test.navimow.com F1 account-uat.navimow.com EBZEFE Vercel , DEV/UAT IRIZEHIE/\BIFE/A 48
(%SRH Vercel Deployment Protection B\ B{R:&) .

g

kv

HTTP Headers :

server: Vercel
x-vercel-id: sinl::jrksz-1783768830833-2576bb20250

HEA/N : 471,341 bytes (FZ24E Next.js + Ant Design EFR)

BEFEHE : <title>login - Vercel</title> (Vercel EfZBIREXENET)

g A

test Ml vat IRIFBEE REACERSS

Vercel BhER:E = B EERENEHNE (E—EHISHRE)
WNRERESS /TER /1R, BEREIRGE T
IR EERFER (OUEA mock REAE)

BRER

« DEV/UAT IRIEERBIRNABEN IP A& E
« EHAEHIR Vercel Deployment Protection 2555
» {FAFEHANEE (OAuth/SSO)

N5. Navimow Z EJER&224 [INFO]

e

BB M 29 B FI5 &M HTTP headers , %17 Navimow & FZ B E R -



Fig4

account.navimow.com
account-test.navimow.com
account-uat.navimow.com
fleet.navimow.com
fleet-api.navimow.com
cloud-acc.navimow.com
us.navimow.com
willand-dtc-fra.navimow.com
app-store.navimow.com
au/be/ca/de/dk/ee/fi/fr/it/jp/It/Iv/nl/se/uk
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Vercel (Singapore)

Vercel (Singapore)

Vercel (Singapore)

Azure Application Gateway v2
Azure

Azure

Azure Application Gateway v2
Azure

Cloudflare + GCP

Cloudflare + GCP (asia-southeastl)
Cloudflare + GCP

A= CLOUD ELB

NG. Shopify "APP Store; & [LOW]

e

app-store.navimow.com ANEFERFERE/E , TWE Shopify BCARIH :

- og:site_name: "Navimow APP Store"
- og:title: "Navimow APP..."

- CDN: //app-store.navimow.com/cdn/shop/t/3/assets/...

(Shopify FRAERRIE)

- $4% : blade assembly, antenna extension kit, antenna cable ZFRC{4F
- Fi4 navimow.com (23.227.38.65) 12 Shopify

=SB

e —

. 37 APK/IPA T

Next.js

loT =18

API 1&g

CDN

US &1
Frankfurt DTC
Shopify CDN
S

Fuh

Sentry



« J874 mobile app FHEF API
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N7. Navimow Fleet e &R FR

1t SPA FXER + API inREEEAEH FOSETSIAL

NavimowFleet 124

— Dashboard (/dashboard)

— IRSEH/ (> (/account-center/membership)
— ToT :&%{#%&IE  (/fleet-management/device-list)
| —— FREEE

| H— B

| L 4miE/ W5/ EE

F—  ZE®IE  (/client-management/client-list)
F——  4B4% (/organization)

— N4 (fleet/web/announcement)

— HEHEIE  (fleet/web/tag)

— HE2S AEIR  (/robots)

| —— FREEE

| #1TH& (/robots/running-log)

| L— EEsEK  (/robots/:sn/history-data/)
| —— &8

| B el ) -

| —— BEEE

| —— 4ERkiARE

| —— EffE9%

| — jikge

F—— 3% (/security-auth/login)

S BE%#% (/developer)

e 1B S

e /tmp/fleet-umi.js (2.3 MB SPA bundle)
e /tmp/loading.js (loading &51)
= = /tmp/fleet.html (NavimowFleet A\[J)
e /root/hexstrike-pentest/navimow-connectivity.log (29 {E-Fig% £ fE)

BRIZAR

1. BB 2R ERES — S fleet.navimow.com FHEEE N
2. MQTT broker R3] — /mqttbroker/userInfo/get/vl & loT & {E:RE O



3. FTKEE Navimow APP APK — A REs £ s ek H b CDN
4. Willand FEHIRTZ — BROMZEFEH willand.com / willand-dtc-fra B8{z
5. HfhFIEFI184: loomo 11 + nbo20 1 (TF—if)

AR : 2026-07-11
JEXZE : Linux Hermes
A : 43.160.194.36
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