C1.

A A

Segway-Ninebot &5 ik

B _FERA IR RS

JAERRERS : 2026-07-11

JERXZ#E : Linux Hermes (3#3F Windows Hermes 55 —[&ES)
FZHE : Segway-Ninebot S E#ZAEAIEK

HEEBE : briefing 5|t 6 4H domain

AME O : 43.160.194.36 (Tencent Cloud)

Critical JJ[A

loomo.com SSL &£ 18H ~10 @ A8

184 : *.loomo.com (CN JBHC)

#5 issuer : GlobalSign GCC R3 DV TLS CA 2020

BWHAME : 2024-07-29 & 2025-08-30 (E@H 10+ EH)
- Z

B HTTPS AFRERIREES

HTTPS BIE E AN MNEIRE (RIS S1E4E)

www . Loomo. com [E)F[E1EA

JE[HETFAR : HIGH (3 PCI DSS 4.0 §4.2.1 ; B FunfE{RE)
3% : SLED4EHA Let's Encrypt 8§ GlobalSign :5&

. segwayrobotics.com ®AF nginx 1.4.6 (2013) + §§ TLS

Server : nginx/1.4.6 (Ubuntu) — FEH A 2013-06-17 , & EOL 12+ 4
240 CVE :

CVE-2017-7529 (EEHUid , RCE AR)

CVE-2016-0742 / CVE-2016-0746 / CVE-2016-0747 (resolver JgifsE)



H1.

%1 CVE-2014-16xx / CVE-2013-45xx

SSL/TLS BLE :

R A3 SSLv3 (& POODLE Jfsif CVE-2014-3566)

BSFH TLSv1.0 / TLSv1.1 (PCI DSS AN§&352 , NIST SP 800-52r2 sk TLS 1.2+)

B FH TLSvA.2 , Rgk A TLSv1.3

FFE CN : *.segwayrobotics.com (B 2025-12-22 ~ 2027-01-23)

SAN JBIRAER Exchange :

DNS:*.segwayrobotics.com DNS:owa.segwayrobotics.com < Outlook Web Access (PNEB Exchange 7%
f£) DNS:mail.segwayrobotics.com < PNEB Exchange Mail DNS:autodiscover.segwayrobotics.com «
Exchange BE/Z$IR DNS:segwayrobotics.com

BEEHERFE MS Exchange Server 127t , attacker AJ$1% OWA R 2

[@ IP 334 : loomo.com £d segwayrobotics.com HBfiEATE] 120.92.43.58

B4R : HIGH (£ CVE + NABERERTEIRIR)

R FHE nginx B 1.27+, 22 SSLv3/TLS 1.0/1.1, &MWL OWA B=

. mail.ninebot.com Apache/2.4.7 (Ubuntu 2013) + HTTPS 4%kBX

Server : Apache/2.4.7 (Ubuntu) — FEH A 2013-11-25 , EOL 12+ 4

240 CVE :

CVE-2017-9798 (Optionsbleed , APACHE 2.4.0~2.4.27 , 238 Héf

CVE-2017-15715 (FilesMatch bypass , 2.4.0~2.4.29 , & @43

CVE-2017-7669 (CGI TE4BARTS)

CVE-2016-4979 (HTTPoxy)

HTTPS BLE$8R :

U5 443 EHEIR[E] "TLS connect error: unexpected eof" — HTTPS handshake E3E5Bk
ACE PJRECIRBNEEE 443 (AFER HTTPS R EHEMR)

Optionsbleed £ : #RFZ{E 20 7k OPTIONS & fE—3 (kff%) , (BHEMMEEKRRE
fi#AT IP : 18.138.53.212 (AWS Asia Pacific Singapore | R¥EZ BiFIEK) IP &)
Last-Modified : 2018-07-03 (BENR 7 £EI8FH)

JESETAR - HIGH (OBEFRRZAS + HTTPS BLE$ERR + £ CVE)

R FHR Apache 2.4.x E&HT ; 1618 HTTPS BCE (TTREE cert IBHAEL SSLProtocol ALESH)

High il

opsvpn.ninebot.com — NetBird VPN &I & /\BIRE

AR# : NetBird Dashboard (Next.js #5%E)



NetBird ##§i& : Ta configuration-free peer-to-peer private network and a centralized access
control system |

EJ# https : https://opsvpn.ninebot.com/ — HTTP 200 , IR [8] 8KB SPA shell
SPA #Z# : "NetBird Dashboard |

Next.js ¥%2 ID : bp-M570C04Pwumt3Y536R

7 &

(@25 VPN AEEEIEN EREAE

—B& N\ = 0JEEITA peer (EL/{AMRZS) . policy. route, network

T BER A |lateral movement E4H

NetBird BEIREE , /ABH CVE & (40 dashboard ;R:54%18FF 52 CVE)

08 - BAARR AR Eas ? THR/GE 2 SS0 B4 ?

R TAR : HIGH (SUREERIEERRE)

B IRBMERAE/VPN AR ; B SSO + MFA ; 483 audit log BERE HN

H2. platform.ninebot.com — Titan Operations Hub ZIAR]E

« fEM : Vue 3 + Element Plus SPA (¥%5124 , 'Titan Operations Hub )
« CORS ICEIBE :
Access-Control-Allow-0rigin: * Access-Control-Allow-Methods: GET, POST, PUT, DELETE, OPTIONS

Access-Control-Allow-Headers: Content-Type, Authorization
E%Z CORS + REST API + $#52 Authorization header — 7#7£ CSRF/token theft

» SATURN-PORTAL API RE R (12 JS bundle fi#4T)
/saturn-portal/api/auth/v1/me — ERJHF /saturn-portal/api/common/user/account/detail-v2 «
FAE:¥4M /saturn-portal/api/common/role-manager/v2/role-list «— fjEE /saturn-portal/api/
common/role-manager/v1/detail /saturn-portal/api/common/role-manager/v2/role-log-list «— £
A HEE /saturn-portal/api/common/role-manager/v1/set-data-permission — z&#&fR /saturn-
portal/api/common/role-manager/v2/has-old-role /saturn-portal/api/common/role-manager/v2/role-
suggest /saturn-portal/api/common/role-manager/v1/show-data-scope /saturn-portal/api/common/
tenant-manager/v1/list < FAJ5E /saturn-portal/api/common/data-res-manager/v1/list «— &#}
&R /saturn-portal/api/common/application-manager/v1/list — JfERJEEE /saturn-portal/api/
common/nav-manager/v1/all-nav /saturn-portal/api/common/factor-def-manager/v1/list /saturn-
portal/api/common/factor-value-manager/v1/factor-tree /saturn-portal/api/commondownload/
download/v1/1list /saturn-portal/api/commondownload/download/v1/remove /saturn-portal/api/
common/nav-manager/v1/quick-nav/add /saturn-portal/api/common/nav-manager/v1/quick-nav/list /
saturn-portal/api/common/nav-manager/v1/quick-nav/remove /saturn-portal/api/common/nav-
manager/v1/quick-nav/sort

» APM Plus SDK f#4wi% (#£ HTML 91)
javascript window.apmPlus('init', { aid: 661495, token: '574703cd874a4265a317b98520692468",
env: getEnv(), // BENMEIE hostname FIEfIRIE (prod/test/dev) 1});
SDK 1 https://apm.volccdn.com/mars-web/apmplus/web/browser.cn.js FHA (kL5|Z)

« RIEATHH (RIREE)

javascript const getEnv = () => { if (hostname.includes('localhost')) return 'localhost'; if



M1

M2

(hostname.includes('dev')) return 'dev'; if (hostname.includes('test')) return 'test'; return
"prod'; };

WAF 7545 : X-WAF-UUID: 766b0b@29badc248f9e93b409fadedb2-. .. HERMEZNE WAF #ERT
Last-Modified : 2026-07-09 (EITEHT)

JREFAR : HIGH (E5Z CORS + 58% RBAC APl X + APM token %)

3% : CORS [R#&IZ! https://*.ninebot.com ; ##a APM token ; ¥4& saturn-portal E A EE
Bearer token

Medium JgJ[A

. sso-app.nhinebot.com — SSO BB R4

3 : Vue 3 SSO (1R "SSO%R, )

DHEMSES  {FH8 wecom-jssdk-2.3.4.]s

HE APl :

GET /user/api/sso/v1/login — {"code":4,"msg":"method error","key":"request.method.error"}
— EE endpoint

GET /user/api/sso/v1/wecom/login — [G]_E

GET /user/api/sso/v1/logout — [G]_E

GET /user/api/sso/v1/todo-list — [@_E

Blimi&ES ([ SPA shell)

/codelLogin /forgotPassword /verifyAccount /verifyPhone /resetPassword /initPassword /

modifyPassword

POST 174 : POST /user/api/sso/v1/login Z body — {"code":1,"msg":"Server
error","key":"response.system.error"} (FERER/DFER = Ey ARERTEST)

WAF 7595 : JSON SQLi payload ###& ("OR '1'="1'", UNION SELECT) , form-encoded 3%
JS 4w

WeChat appid : wxadb49f@cd1c87ae5 (/2B OAuth app , ZEHUE)

CLIENT_ID : 1914672980459130881 (PNER SSO client identifier)

CORS : POST E&ImatE (403) — SSO WER#%

EB host J8JR (FE£ JS) : dev-app.ninebot.com . dev-oms-gateway.ninebot.com , test-
app.ninebot.com

JElRFAR : MEDIUM (R endpoint #E:R + S AMRETEES)
g IsEm MRS ; [29 THRRAMBIGL, B TARMSEER ) ; RUA rate limiting

. cn-dev-oms-gateway / cn-test3-oms-gateway — Bi%% OMS 484

Spring Boot fEMA (404 IR[E] {"timestamp":...,"status":404,"error":"Not
Found", "path":"..."} )



/actuator ¥pEL7E{E{E WAF [H3E (403 not 404)

JEZAE WAF UUID 8 : 6d57eabd3d931b8b99db52809bbedf56-. . .

Spring Boot Actuator &K IERE(RE , @JHIW /env /heapdump /mappings

cn-dev-oms-gateway tRi&{% IR [B]5F & "ninebot gateway" (placeholder)

/api-docs 404 JR[BIEEZ JSON ( {"code":1,"message":"Server error","status":404} ) — P
FAEAELEE R\

HTTPS BB IEAE WAF (#E:R)

[R5 F4R : MEDIUM-HIGH (actuator #77E = BB ARGECE FIREIRIW)

% 2 Spring Boot Actuator Ei{ENAREAE] ; BET 404 NHIR stack trace

M3. datasink-bj.ninebot.com — FAz& nginx #1 H

« WA : "Welcome to nginx!, (nginx TEEXH)

o B LEANTRE AR

« FE[RaT4R : MEDIUM (INBPERIRIE + &R8a% host KACE)
o i BRERA + BKRTERE

MA4. ai-kb-private.ninebot.com — . & Al KB 403

#E e . 403 Forbidden , nginx TEEX B

CN/fhhé : R Al HIaE

[R5 F4R : LOW-MEDIUM (403 HEBRISTFIE , MARIRIR)
i AR RERAEE

5 & (Info Gathering)

TEIHLSIFK (subfinder 455 )
ninebot.com — 80 {EFiE4 (Windows [EEE R +%Z 15 &)
2 BEMEM :

www, app, support, store, account, auth, sso, developer, community, platform

AP| g% (api5 / api6 / api-passport / api-jhcx)



api5-bj, apib-fra, api5-sg-prefix

api5-h5-app-bj, api5-h5-app-fra, api5-h5-app-test-bj, api5-h5-app-test-sg, api5-h5-sg
api5-debug-public <~ DEBUG PUBLIC #Z:z%

apib-bj-pre-test, apib-sg-release, apib-sg-test

api-jhcx-v6-bj, api-jhcx-v6e-dev-bj, api-jhcx-v6e-fra, api-jhcx-v6-ore, api-jhcx-vb-release-bj
api-passport-bj, api-passport-ore

OMS,/CBU 48B4 :

cn-cbu-gateway, cn-cbu-nc-gateway

cn-dev-oms-gateway, cn-test3-oms-gateway, cn-uat-oms-gateway
cnnx-omsgw, eu-oms-gateway

oms-o0ss-public, oms-oss-public-test

SSO :

| sso-app, Ssso-dev-app, sso-test-app

VPN/Ops :

| opsvpn, opsvpn-us2, test-vpn, ops, asset.ops, ds.ops

eBike IRIELE

ebike, ebike-dev, ebike-test, ebike-release, ebike-os
0s-eb-release, os-eb-test, os-st-test
logwatch.ebike-steeldust, ebike-steeldust, steeldust

Avatar/CDN :

avatar-cn, avatar-fra, avatar-ore, avatar-sg
app-data-resource-cdn, app-image-cdn, app-public-cdn, app-video-cdn
app-shop, imgweboss

ME /%R

s-msg-center-bj, s-msg-center-sg
bi, dataly, datasink-bj

halo, hero, z, pguide
ai-kb-private

IR/ FELA

www-test, h5-bj, h5-bj-nc, h5-test-bj, h5-test-sg
fileview-test, community, logwatch.app



segwayrobotics.com — 13 {EFim %

loomo.com — 11 {EFi5 4

nbo2o.com — 1 {AFi54

navimow.com — 29 &84

DNS P94 IP iR (MR

git.ninebot.com 10.30.33.5 © timeout ([ kiEFE)
iot.ninebot.com 10.64.20.98 timeout
cloud.ninebot.com 10.64.20.38 timeout
doc.ninebot.com 10.64.2.24 timeout

PNHEATERGFE (DXl OK) |, (B4 IP (hRIKFE DNS fiss+ = ERIRIR

T4 JS NEEE ninebot.com ¥

https:
https:
https:
https:
https:
https:
https:
https:
https:
https:

//api5-h5-app-test-bj.ninebot.com/titanAgent/

//cn-cbu-gateway.ninebot.com

//cn-dev-oms-gateway.ninebot.com

//cn-test3-oms-gateway.ninebot.com

//dev-doc.ninebot.com/

//sso-app.ninebot.com

//sso-dev-app.ninebot.com

//sso-test-app.ninebot.com

//m1.apifoxmock.com/m1/6231527-5925205-default <« APIFox mock
//doc.weixin.qq.com/sheet/e3_ADoAWwaFAMQCNM5Vh55Z3R1yA4ECz  — fH{SNERSCHE

NED 1P/ AR

R P/ E

mail.ninebot.com 18.138.53.212 (AWS Singapore , H3&I8 1)
ninebot.com 3 120.53.67.234 (JERE)
segwayrobotics.com / loomo.com 120.92.43.58

nbo2o.com 36.99.86.90 (fE:T\ CDN)

navimow.com 23.227.38.65 (Shopify)



WeChat RJHBIHE

u » https://doc.weixin.qq.com/sheet/e3_ADoAlWwaFAMQCNM5Vh55Z3R1yA4ECz
« WEXHEEE BTSN, AEMEL — S EBRERES

B4

PEEX Btk

1 24 {EB+ZEEM + HTTP headers #Rf

2 subfinder #EN{EEX (80+13+11+1+29 = 134 Fig4)
3 platform.ninebot.com JS bundle & + fi#h5

4 sso-app.ninebot.com JS bundle & + fi#h5

5 SSO HE API 5 + SQLi A (WAF fE##)

6 SEENFEAEE MR

7 opsvpn NetBird 35 71

8 segwayrobotics SSL/TLS {RE3KaT

9 nuclei ¥R &4 (partial , 240s timeout)

10 saturn-portal APl FREIZEL (30+ iREh)



15t (briefing 536i%)

D nuclei AR ¥ B AR TR IRIFR# HEATTA (timeout)

c navimow APK FERESTAT 15BHA (F APKHER)

E POAH P SMER AT MR BRI B (RA]E)

Al nginx 1.4.6 CVE-2017-7529 E&z% 2851 , % exploit BaFE

A2 Apache 2.4.7 Optionsbleed ToEE &4 Az B4 ST

A.3 segwayrobotics SSL T4l BT

B.1 platform.ninebot.com FE{EMER SPA-only 4548

B.2  Hfth Ik s SPA-only 4t

B.3  SQLMap FEXI WAF [R% JSON/Form , ] E iR H fh4RwAS

Gk AU CAIVA

B RIATEB R IFIE /root/hexstrlke pentest/ :

- connectivity.log — 24 EiZEEM [RIA5C6%

- js-analysis/platform.bundle.js — Titan Hub JS bundle (599KB)
¥ js-analysis/sso-app.bundle.js — SSO JS bundle (1.27MB)

- recon/subfinder-*.txt — 5 {E domain FIm% 4 513k

- nuclei-results/ — nuclei #FH#4ER (BATAT , TE2MH)

TR

1. =M nuclei (F/NB1E&E + 43 timeout)

2. BT 2R 1T opsvpn : #\ NetBird dashboard , i E N\ EHE B EETE RIS BMGET
3. BIERBEBM{SIHE : https://doc.weixin.qq.com/sheet/e3_ADoAwaFAMQCNM5Vh55Z3R1yA4ECz

4. SSO SQLi Fe&AEK : 4218 WAF E: (chunk transfer encoding, # URL encode, HTTP/2)
5. EEINAEFERIRE : K E:\hexstrike-ai\IFiA&TF -IRIFRAALIR . docx A& EH

6. navimow APK T & : FI2IEE 285 A\ Ninebot EFBRTJEEL APK $8153h
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