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FRXER — VDI TERENIRXRE

Fan: VDI (EEHSREEALIRE)

Wit 5 PEEIREER

=4 CASE — SCENARIO — SCRIPT
ESZEHA: 2026-07-20 / ZDT CONFIDENTIAL

| = st

I T T

BIMGHRETE + FRR/KED
2 MMHEEZHE (ER#EETEI/iDaas) 3 1 1
3 AERAFEFNESEEE 2 1 1
4  FAFREFAN (EZERT) 2 1 1
5  Meeting S5ISINEEEH) 2 1 —
ait 12 5 4

| % Midfee

DEV-Carl ZD-Developer F&E VS Code, Docker, Hermes CLI, Agent gw#F
] IEe

EXT-Meet HMERMIESERS  ZD-External SWR Meeting 3X{4. NIPSRE. FoAHTFE

H ]

USR-Bob EERF ZD-Staff PSR NES2E, Office. TEERNR
]

ADM- VDI EER ZD-VDI- =gl et IEEREREA

Admin Admin i)
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i
HE

=1

| case

MR ED

+ RE7KED

CASE-VDI-01 (EARIESNEIR)

* HA: AP VDl REHF, =idERIAH (3F VDI IKR)
o FRHA: VDI — ZHRFELE; 7Nt — VDI AREA
o FBEIFM: VDI NEMIINGHEIA

CASE-VDI-02 (FEEINLHR)

o BN APNSHERIXFIEA VDI
e FRHA: At — VDI BESYF, VDI — ZSHEREMT
o FBIFRM: WEERTTIEMM, BAEIF

CASE-VDI-03 (RRFKENESR)

* BWAN: FIFEA VDI £H
° THHE: KESS/AEEAVKED [AFE] + IP + BFE] (HI%0 charlie | 10.182.47.161 | 2026-07-20

14:30 )

o FEIFM: TAINUKED, SUKEIRSAFRSHER

| scenARrIO

SCENARIO-VDI-01: ZGiEoMitpAEPeaiiE

&5%#: USR-Bob (EBAF)

BliS:

1. Bob &\ VDI

2. BEFIEHEATA/KED: bob@zd.com | 10.x.x.x | 2026-07-20
3.¥IFRCER, MA—BF [HESER

4. BEEH — R/IME VDI - MEIAMEIEER

5. RBEARIMICER — BERMA

6. @F] VDI = NAMICEASHI—EF — I4A VDI

7. 102 VDI — BRI

IIES: KENIEMER. BINEREBRIFRREERY
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| scripT

SCRIPT-VDI-01: EiMktR + 7KENBSIE

# vdi_script_01_clipboard_watermark.psil

# 7 VDI NIAT

Write-Host "=== 175 1 : BIMLIREE + FEEIKED ===" -ForegroundColor Cyan

# 1. HEIKED
$watermark = Get-Process | Where-Object { $_.MainWindowTitle -match "watermark|Watermark" }
if ($watermark) {
Write-Host "l CASE-VDI-@3 : KENHIZFETE" -ForegroundColor Green
} else {
Write-Host " A MNBRHLABEEBEKIXE (AF&+IP+AYE )" -ForegroundColor Yellow

# 2. BEINSHRNE
Add-Type -AssemblyName System.Windows.Forms

# Bl voI WXFEIENLHR
[System.Windows.Forms.Clipboard]: :SetText("#ZMNX##E ZD-CONFIDENTIAL")
$vdiText = [System.Windows.Forms.Clipboard]::GetText()

# &/JME vo1I BOBEFHEE MR A#IZE R

Write-Host ""

Write-Host " R BF&IEE . " -ForegroundColor Yellow

Write-Host " . &//ME vbI &O" -ForegroundColor Yellow

Write-Host " . HHAHIEER > Ctrl+V" -ForegroundColor Yellow

Write-Host " . MRMEAHEHRK > @ CASE-VDI-01 #id" -ForegroundColor Yellow
Write-Host " . B2 vbI » MAHMIEHIANS > ctrl+v IEA VDI" -ForegroundColor Yellow
Write-Host " 5. WISREEMA > B CASE-VDI-02 #&#" -ForegroundColor Yellow
Read-Host "% Enter #K4¢"

Write-Host ""
Write-Host "M = 1 MIX5TAL" -ForegroundColor Green

s 2: XIHHENSFXEZIE (B
£J/iDaaS)

=fhins:
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| cAsE

CASE-VDI-FILE-01 (¥ENE — FEHZE)

§: Bob MAMSREEHE— NI z0_Report.pptx | VDI EEMA

FoiHA -

VDI SBHIRTHE: [{REER ZD_Report.pptx XHEAEZXIZ? @ 22 (HEEER) / X &)

Bob = 2]

VDI E52895T5]+ Bob MEEWEIFZEN: [{REVRT Bob ERIX ZD_Report.pptx SHH LR
X, BEBERR? ]

BRI 7SR (RIFRS/ &)

FEEIEIR [ER] - XHHAEX

Bob IEIi@H0: [ ZD Report.pptx Ei@dEZFHHNEGEX |

FBIFRME: ENEEEANEXTHEZ, SEERKEHHHE4RIE]

CASE-VDI-FILE-02 (#EN3$E — FEXMO)

B Bob AN — #E — = [E] — TEWEIEN
FiHA:

FEEEE A [3E]

Bob WgEli@0: [3214 ZD Report.pptx #EE, FRHENZRKX |
NEIZEM: KEEHBHENGRX, 5% Bob SRIZEE]

CASE-VDI-FILE-03 (iZE3{43% — HiZiED)

BN Bob iBXM #iERE. x1sx BINSEEEXHE (0 o:\ZEX\ )

FoiHA -

MHERERENEX

BRI EBRAEE: [{RART Bob BERIX HiEIRE XIsx XHFHANZX, EEGEE? |
TBRNBTE 7 SRR

FER ARl — XHHHENEX

FEIEM: MAEREEEANGEX, SRMAFEZ

CASE-VDI-FILE-04 ($ZiEMH3 — 3¢[mE])
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§\: Bob BXMHRINEE S 4k
FiHA :

FEWEER A

FER [KE]

MAEARFNEGRX

Bob WZI5X[EIEA]

FEEFEM: KEESIUHPHNEEX
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CASE-VDI-FILE-05 (#8A\ — FPFEUH)

* $A: Bob AN — BERT [EEEAZX? |
e TRHA: Bob = [&| — MHEEERM, FMEAER, FKRIEEA
* AMBEFM: [T (8] HAREZ

| sceNARrIO
SCENARIO-VDI-02: {HEANZRK — =fh28IRE

&5%#: USR-Bob (BEAF) + & (FEFIETE(E) + VDI R& + £J5]

BRE A — HENRE + HiiEE:

1. Bob \AEEEHEE 7D Report.pptx E VDI EE

2. VDI SBHIRTME:  [1REEH ZD_Report.pptx HHENGXIL? |

-[0 B (HEES®R) 1[X &l

3.Bobm [@ &)

4. FEEETETWEIEZ@EE]:  [Bob EA)X ZD Report.pptx HMAGEX, EEEE? |
- BRFMHEE (FIRAT)

5. X8R [AE]

6. Bob WEIHR: [MHEBIFEZFHAZX 4]

7. AR B DR X FEF

I&1E B — REXHXE + HiZEE

1. Bob 830t #EHE x1sx HNEESEE b \EEKX\
2. RFESNEFT4G

3. MRETETERIZER] (R A, MiHRE)

4 FES [FE]

5. HSHNERX, Bob WEIiEAN

I5E C — FAPEGE / KEl:

1. Bob fEANM — #E —~ = [ X &

2. A AR ERZ, ToIEA]

3.8: Bob fEANMMH — BE - < [R] - TEEXE
4. HARHNEZX, Bob WEZX[E]EA]

WIER: ENEE. (IIENMTRE. TERS/RE. FEEX A
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| scripT

SCRIPT-VDI-02: X{4iE\ZEXHIZRIEIEIE

# vdi_script_02_file_approval.psl
# £ VDI WHAT

Write-Host "=== I75% 2 : XHHEAZRXEZE ===" -ForegroundColor Cyan

Write-Host "*"

Write-Host " ® B8® A — HAEE + HiZ@® . " -ForegroundColor Yellow

Write-Host " . WA EEIER— NSS4 2] vDI EEA" -ForegroundColor Yellow

Write-Host " . MEZEHHIETIE : " -ForegroundColor Yellow

Write-Host " TREN xxx XHEAZKE? [R(HEESHZ)] [&]1 " -ForegroundColor Yellow

1
2

Write-Host " . = "2, " -ForegroundColor Yellow

Write-Host " . A BEENFILLEEERSREIFZIBEE" -ForegroundColor Yellow
Write-Host " - BRI SRS (DS ) " -ForegroundColor Yellow
Write-Host " . XBm "TEXEJ > Bob WERIZEA" -ForegroundColor Yellow
Write-Host " . B mAXHHEAZXEFE" -ForegroundColor Yellow

Write-Host "*"

Write-Host " ® B8% B — #¥EJESXMFX : " -ForegroundColor Yellow

Write-Host 1. TXHERAEEIEEXX ST (W D:\#ZEX\ ) " -ForegroundColor Yellow
Write-Host 2. FRINBmitAEZEN ([EERE A) " -ForegroundColor Yellow
Write-Host 3. XBM TEARL > XHEHALZKX" -ForegroundColor Yellow

Write-Host "*"

Write-Host " & B8 ¢ — FAAFEUE / ®E : " -ForegroundColor Yellow

Write-Host " 1. AN » & > /= "&1 " -ForegroundColor Yellow
Write-Host " > MINABA S - TBEN" -ForegroundColor Yellow

Write-Host " 2. HAXH > #E > = "2, > EERME" -ForegroundColor Yellow
Write-Host " > BIAXXHEARAHAZX ~ Bob WEIREIZEHF" -ForegroundColor Yellow

Read-Host " Enter #k&%"
Write-Host ""
Write-Host "M = 2 MIX5TAL" -ForegroundColor Green

= 3: ARARPEARREEER

| cAsE

CASE-VDI-DESK-01 (FH4&& vs B BAREHER)

o B8N DEV-Carl (FF&#&) 1 USR-Bob (EZi@FF) SBEZA VDI
o FRHA:
e Carl (FF&#) : VS Code. Docker CLI, Hermes CLI, Agent #gHfTE. Python
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* Bob (EZBRF) : HlSss. Office. & CLI TH, TEERNR
o RiBEFM: Carl 71 Bob BEI—HHRHE

CASE-VDI-DESK-02 (¥MaRMIiEE{sE A& i)

* HA: EXT-Meet (SMEIRIES(FERE) A VDI
» FGHA:

* RHEAE Meeting R4 + L3z

o TAMHERIRFINEE

o RBELEWMH

* BHEREEER

s REBEERMH: EFREILESISANEFHE

| scEnARIO

SCENARIO-VDI-03: =fhE¥H s mfcEISiE

S5%: DEV-Carl + USR-Bob + EXT-Meet

RItE:

1. Carl (FF&#& — ZD-Developer) &\ VDI

- REE#R: VS Code, Docker CLI, Hermes CLI, Python
- A[Iz{T docker ps — IEFE

- B[iZfT hermes chat -q "hello" — e
-FREIRSS

2. Bob (Ei@MAF — ZD-Staff) A VDI

- REEFR: Chrome, Office, WERRSeHERE

- ZRIE4T docker — command not found

- S LERY — BELE [TTEERNR]

3. Meet (4MEBMIEE(ER®E — ZD-External) &N\ VDI
- HEEKR: Meeting 4 + Chrome N5

- ¢ Office, TFAETER

- BN C £ — #WiELE

- BHEBEAN - KREEREWIEIRES

WIER: 3 MRESREFARE
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| scripT

SCRIPT-VDI-03: sSHEEZEISIE

# vdi_script_03 desktop_profile.psl
# DAH 3 PRSHT

Write-Host "=== 1A= 3 : FAEIAFHEAEBKREAEZ ===" -ForegroundColor Cyan
$user = whoami
Write-Host "=AIAF: $user" -ForegroundColor Magenta

# BEEERNR
$isAdmin = ([Security.Principal.WindowsPrincipal][Security.Principal.WindowsIdentity]::GetCurrent()

# MESAEER

$desktopItems = Get-ChildItem "$env:USERPROFILE\Desktop" -ErrorAction SilentlyContinue | Select-Obj
Write-Host "*"

Write-Host "SREE#Mr ($($desktopItems.Count) “N):" -ForegroundColor Gray

$desktopItems | ForEach-Object { Write-Host " - $($_.Name)" }

# 2HLERYG ( AL - RNEHNR )
Write-Host ""
Write-Host "iXFRMi ( EIESA : $isAdmin ) :" -ForegroundColor Gray

if ($isAdmin) {
Write-Host " A ZHEIAFAEERMNPR" -ForegroundColor Yellow
} else {
Write-Host " TEERNE (#E/TEZERBF ) " -ForegroundColor Green

# WE c BEEA

try {
$testPath = "$env:USERPROFILE\Desktop\vdi persistence_ test.txt"
"test" | Out-File $testPath -ErrorAction Stop
Write-Host " B FAFBEROE (BFPHIETRTE ) " -ForegroundColor Green
Remove-Item $testPath -Force

} catch {
Write-Host " X AP ER:AOE" -ForegroundColor Red

Read-Host "1% Enter 4K%Z"
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S
i
ﬁ

RREFAE (ERAFRF)

| case
CASE-VDI-PERSIST-01 (Fi&/SBRFSIRISA )

* HA: Bob (ZBRAF) XRELIENXH, ENREESR, EH VDI
e Wl EFENENMTE. REERIRE
* FBEFM: BANRREKREMA. XHEX

CASE-VDI-PERSIST-02 (4MaBMIEE{ERETTISR L)

* A Meet (SNBMER(ERE) ERELIEXY, EHER, i VDI
o THl: BEFENGREERERIBNE, XHHEX
s RBEFM: BNEEEREEK

| scenARrIO

SCENARIO-VDI-04: #$24% vs IEFRLISE

&5%#: USR-Bob (EiEAF) + EXT-Meet (SMNTMESERE)
BIf5:

1. Bob ZA VDI

2. EREFE TrEittl.docx , BB [F—EESER]
3. EYREHEER

4. ZH VDI

5. BHFEAN VDI

6. OB RME — L{Eit%l.docx RE

7. RAE=NRENENER

8. Meet &\ VDI

9. iﬁ%ﬁ@ temp.txt

10. & — EFEA

11. temp.txt Bk, REIKEF#

BIER: —RAPFANIER, WELHAK
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| scripT

SCRIPT-VDI-04: 5 {LI&IE

# vdi_script_04 persistence.psl
Write-Host "=== 7%= 4 : AP RHEFA(E ===" -ForegroundColor Cyan

# S8 1 IBEFAENESH

$persistFile = "$env:USERPROFILE\Desktop\ZD_Persistence_Test_$(Get-Date -Format 'yyyyMMdd').txt"
"M - 63T $(Get-Date)" | Out-File $persistFile -Encoding UTFS

Write-Host "EGIZEMIXH : $persistFile"” -ForegroundColor Gray

Write-Host "*"
Write-Host " ® 1BF&NIEIE : " -ForegroundColor Yellow
Write-Host " 1. MIANXHELINESE @" -ForegroundColor Yellow

Write-Host . B WwI » BREA" -ForegroundColor Yellow

Write-Host " . BRISENENXHEELTE" -ForegroundColor Yellow

Write-Host " . W57 > B CASE-VDI-PERSIST-01 3" -ForegroundColor Yellow
Write-Host "*"

Write-Host "R HEAFMIE (Eve) : " -ForegroundColor Yellow

Write-Host " 1. F§ Eve &A VDI" -ForegroundColor Yellow

Write-Host " 2. REGIE—NXH" -ForegroundColor Yellow

Write-Host " 3. &M » E¥EA" -ForegroundColor Yellow
Write-Host " 4. WIRXMAHK > B CASE-VDI-PERSIST-02 #Ei" -ForegroundColor Yellow

Read-Host "% Enter #k#E"

1= 5: Meeting ST FE S

| cAsE

CASE-VDI-MEET-01 (VDI AFRAEIN)

e B8 Charlie 7£ VDI ¥JFF Meeting 44 (Teams / Zoom / §J5]&iN) , KRS
o FRH:

BGLFTF, YSREELES

ERNSIES, XAERE

ERBESR, ARENAES

FEIFEME: B RIMTESNR. SR EEITE

CASE-VDI-MEET-02 (VDI B MHPYHEIN)

° BA: Carl (FF&E) 1 Meet (HMEBMESFERE) 2BIEZER VDI £EIIARE— Meeting
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o FiHA:

* MABBERIX S USRE

* BERENGES

s IHEREE

s REBEFM: RRATB/EM. BERLERY

| scenARrIO

SCENARIO-VDI-05: VDI J Meeting ¥ [EISiiE

s5%: DEV-Carl (FFkE) + EXT-Meet (YMBMIEHERAE)
RItS:

1. Meet &\ VDI, TR (Teams / Zoom / §T5J=IN)
2. KE— N EIRTRIY

3. Carl A\ VDI (FF&5HE) ., A Meet BIEIN

4. WS E A :

- Meet BZ| Carl BYE®E

- Carl BZ| Meet FYEH

5. WA SInERE:

- Meet it — Carl IFZ|

- Carl ii21E — Meet 17|

6. Carl HERH (Frri3/Agent JrHFEIH)

- Meet EZl Carl HEEHRS

7. Carl FLEHE, FRSW

IER: YR, SHNEIER, FEHZES

A, SCRIPT &iF: Meeting STUIBTRENIRIEGS, TiEFERREABHNIT.
it A RE4LZHEE SCENARIO SEBFRIRIEHRIA,
Y 2 AECEMLE (Charlie #] Diana) ,
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| iz iR esEe

I TS
VDI S8R

VDI 3 MNAEF4EIKS (ZD-Developer / ZD-Staff / ZD-External) B3z

2  VDI3MEEEECAM (FFREH /ERHE / RINEH)
3  iDaaS HimiECEE (M LEFHH)

4 BIMGIRERRES (R[A VDI-ZAHIFELE) BiEHE

5 FE/KEHEEA

6  Meeting {4E7E VDI R&EE

7 2 & VDI Rin/&E (FRNTEE)

8 Webcam + ERXIEETIE

| izt

1T BEAHR + 7KED KEDRTIERFPER. VDI=ZAHARER, Adt—VDIETLAS
2 HEZ EHZBAFILHI. EEBITARX, EEEREIEAN
3 REERE 3 MEHERESBEAE. MR™E
4 Bk RTAHRFEIKE. HEEHRNER
5  Meeting T+ ESNALEE. FRH=
XHER

KR4: v2.0 - 2026-07-20
1= 5 N EERE
MABR: FRF + IERIAE)
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